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TR FNBAREHITRAEHMNET. £ahm BRIBAIEREAN 28, RITHEEBA
KR EXNEATEEATN. NHRIEM/BAEEFEMRITZBNREYE, ENERE
—IBAR SR AR ITIE R .
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WA FEIER S

U2 BRIBAERFMIRA T ERMELENEES R, XLEIREIETECisco 10S,
Cisco NX-OSTHEMEEZRIGSTRAECLHTRENIRERSR., THIEARAT RES
SHEEAN, BEBRBIXEANRBATS.

FECLIF R ARSI T PR
configure terminal
NEANZERE—MENTSUOT AR
ntp server 10.10.48.17
BEEVTENNEZENHLUT R
class-map [highest class name]
URERPIERERNGS (WHAFNESRRNGS) WTAR:
Router# enable
BEEHRTHKBLTUTHERT. EEEA—ImITHITHA:
wrr-queue random-detect max-threshold 1 100 100 100 100 100
100 100 100
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UG —BERAR, FNERTTHENR, BREGIIMTLENE. IBARBNA
HRGEMA T ERXRASHBEARNBEZTEHTHRGERTH, EETUEEREFRE
BHEELFRNBARALR, MAKELKRRERMSE AR,

RIEEEkERNERE

Eh iR iR

RTh R E B Lk B
NE@REEEBRBAERHIRITRITREE, N2
BRAEEAREN A RXER —B LERAET AN ERE
MEFrAER. A UAERNRENERESHELN.

WMEETHRELZERIRBAERIZFENEE, BiHAE:
http://www.cisco.com/go/cn/iba
MEETMPERNTE (QPT), EiHE:
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TEER— M INEBIER. BENBANBEREESUTERN:

o WEHR — IR T AIEREFRENBRAEZNEADENMEANE. X—ETHA
BNLFRRELNER,

o BARBR — IR T ZFR A MABTNERARBRG R, BENHBILERSG RN
BRFERANA, BRRRREAVUNBUETHAR THRBRS RN THERE.

o MEFHE — FAHAZTNHEBLR, ESEHENREEBNBABRLR. RET
RMA X LESRES THRE, JRBEENBRBRER.

TERIIEBHEER L, MMBBERERZMEMBEERZE, OTHAR.
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Al S5 ABE

FoLHI R

mS, NFEULHFEOHREFABNMERTE-ZRYHNIM. BELRAREDR
e, HSHHRE BB REIRET RMRS. Hlu:

s BHUMBEEGSTRNTRATHNER, URXRBEXHEE K. EXRE
SRR

o ZABHHBRFBERAABIE. ZEEERBMAIEQEEREN.

e ASRLNBEZTNEREAREANEESNERNAL, RESHFLEED, N
RETHF SRS IHEHEE.

[SRREIEESY)
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BRERNECHNERERRERT —RKEMRAGR., KENBRSREBABLEAFE
BESRENNBRHBARILANOMNE, SEMNGQESDSRE S MRS 7o
%, ArSMENTEAFRERMERIRS BN A b BB 5.

BRIERLSZFEIBARE T AIENMNERS, MERMERE, /T HMNEMRIZENMEZ
SME, EBHBRERDLABIENWeb 2 E N ARITREIME.

ZREIHNSIAERASHAAINSES NN Z2RENERER, AL, HBER
FEEENURFXRBUSHERZAN T ENE BN ELHBARITERNNEE
B#r.

EE Nl EMIBABRILS F AR —MATHEN, BOTEYERELELE,
ZLEE, 22, JTERECNS-BEAY, BRH-—IMIEZA. & IFEN
Mg, EXBT MU ERREREXFRSOIFELIRT, BRUERT ERTEME
AAFEIBRER

EF R
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AZRFTEENBRAREHRTREME, SEENSHR., Mz EAERMXEE
BIRS. RESHE SMERNZFUERR, 2510: B 24k (CDMA) HEHE
BBRERS (GSM) . £IRAIMAMFT REERFREDZ—,

CDMA

Bozit (COMA) BRFEZDAHRAE. BR—IUSREH (over-the-air) 1%
HOBEAR, EEEEFRTUZIFBHM, EBIREEGSMESHEIEEE, CDMA
ZARNATRDZHU (TDMA) MBERADETLLIS (GPRS) AR, FEE—MHH4E
RBHEAR, BH %I (CDMA) FATERANES, HS5CGSMERBNATAODE
SHNXER, FFEBUGSMIRAEINEHEBHNES.

HIEFECDMAT A RGSMEY, NEREREWEZ YRR R. COMAZTERTE
H, MROABTHRAEMMTS, LMEMMNBRAREENA, EHKBENER
GSM.

GSM

2RBHBERS (GSM) F1987FHGSM Association& B, GSM Association2
—RERMER, TIERITHELRBTENGSMIFE, GSMWBEERXZBEEET
CDMA, i, EEBHRKIZBERGSMER (EDGE) BARH, MEZECKIBSED.
GSMEREEBELRBEFEBENLHLD, ELRMEBRETHES, EBI74%
YRATGSM, MEEMEIEAMREREY, BIARNLFHIXAHNRGSM. GSMIFLE
COMAKI S —NEERBRE, CEBELZRAEBAFRZER (SM) , BEXEESE
BB EEERS S AEIRE REIRES.

3G#4G

BRi ARANBERERF=M (3G) , BRI LA URINKS14MbpsHHIER
R, i, —EZEFCLTRREAENNR (4G) E, ZMERERESEEY
FIAL(Gbps) BEIEER, FEHEBRMIED100MbpsWHIEER, XFFHIR/EHE
FRERfEBREE (ITU) EX.

RFITUNER, —MCGEZTRSLTHGXNSBHIM (WBFHTHE) KASE100
MbpsZ A M BFRIEEHIEER, #HNRBIME (Wgk/AHTLTR) RESE
1GhpsEAWBIRRR, XEHIFRENHTTAIFEASA IR NIZED AR T R
VST Pal:iLi5



BB

HEBHMEBREZH, CEBWELTE AIRRH A ERBIEAR,

EREFABIEAR, FZEUT EE:
o TERARUE QP XE, SEFWIERAR?

RACHBWEEEER, THREMEXSSIFNEAR, flH: KNAEMEETM
NREEFAGSM.

o BREFERERATREN, WERHAHEABTRRIR?
GSMAWFEEIRZRBHSIMF, MEFREEETN T,
s ERERRSNHEETLE?
BEREMBEANHBFEEFLEEF TR, ECOMATNEBRBENMLS.
s BN RERBERMBXEBD?

MRENEREL[FELERDY, SINRRYHSE, GURFEAEBRALRTENE
S CDMARIGSMEL AR,  BAEE BRI P i U R R fER R

s MRBISNMBHLFZERRSZREREER, MAWMZEREB NENTZRIERIE
HEBEMMEL?

—LBECEBRNREHRTERMLTLRS, UELTEARME (M) iR
BREE, EEEBERENTRSHIURERIRMPL)MLE,
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FEMN AT LUEEFTEBIND AT HTHREN, BOREREERH. B
Fir. PONEDIBELEDOHEM - ET2BHUN D IHMAE, WERD R BXFHE
R, ZREANBLIXFEMHZARLFOROHETIRSER, RFIABEZEZER
RRFABENL.

BTR, SFEEERI.
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B3R H S EBAINER T VPNRE BT BRI G A, A ERIBAT L
% ¥ &R HVPNKIREE AR SR S L S AR (SR BB

3. BRI
3] (7R K AVTIZRZEVPN L% 1% 28

ﬁi*ﬂﬁ@ 1. E%ﬁ#ﬁJZEEEBAKMP*mPSGC
2. 1K LR E VTIHRAR
3. Bt E EEFASA

RBUTREFEEZRZIQIPsecH E4, EERIVPNLKIHHEBEE. ZgiTXAZRR
IOS IPsecEfIFEZO(VT)IMBZARFEMEZEE, REATRLIVEEFETRM
BAIHEE, VTIBWMETER:

* B —BAVITIT LRI HMESVTINEQHIRRE.

13 o A — SHABAVTIHESANARE —MNEFRERWHAVT OVTCR S M2 KB
B, WIRATRENEANEES.,
GRVTINREIT:
o DVTIRERE T MRITFZIE AN Ak, MNAAREEEEANEE. SETLES
WA DT — M, 505 RS ik B35 (NAT).

ERRRE P e o DVTIRERNABBHERE —MiE, NTRARERD TEREMNMEHRE %

1,
o SESMZMET R (crypto-map) VPNELEMLL, VTIARARSRE(QoS)KEE,
NAT. BEABE. ARFMIPS. HHEFIERACHMBSEKITEET — MEED,

KRR § " ACLAIRB A s !

o VIERERM T HEMNZIMARENE, EBERHEERBARITHER.

o EARVA RO KIRER R EMIDVTIN SR P R ERE, [FE NS MERIE QM ERED
2 EMEEEA. DVTINZREREEXRAETERNESR, UERER -1
DVTIEREMIZES NEE, BEFTHITEMTAMEERIFZ MRS,



BE, HENENTREREIRHBAMWANKEMER, BNLELRE T KK
FEMEEARE, FEMEEL BERAXHBREXZEE —PFAAHMEN
KERIBEREE.,

=3 ki _E Al EISAKMP#0IPsec

R REMAZEH.

MERBIR (keyring) EXT —IMHIPHEABRNMHAZRHE (REB) . MRE
ATAERIPR, ZZAR—MERMAZES. BAILUEA0.0000000ME/BHEAE
EE BN,

crypto keyring [keyring name]
pre-shared-key address 0.0.0.0 0.0.0.0 key [pre-shared key]
HR2: BEERMZ 2 XBEMZAEE DI (SAKMP) KR,
H @V TIBYISAKMP SR B SR F3 20 T AL -
o ET 128U RANSRINE RE (AES)
o ZRMFRE (SHA)
o EAMHAZEMHTHNRIE
e Diffie-Hellman4i2

crypto isakmp policy [policy sequence]
encr aes

hash sha

authentication pre-share

group 2

20124 E3¥ 4

$®3: BBISAKMPEE X4,

ISAKMPELE THTE B st it VTIREBUMERMcrypto keyringB#232 7 xBk. BE &%
I BN F A0.0.00K#H1T5 A,

crypto isakmp profile [ISAKMP profile name]

keyring [keyring name]

match identity address 0.0.0.0

virtual-template [VTI template number]
HW|A: T UIPsecHiREE,

FEMER-—NUEINReMN,. EENEMRENAS, MATIPsecRiRE. Xt
ZHREREARTBENBERNERSENERE.

IPsecHRELALUT:
o RA128LAESINFE AN IR Z B R HTF(ESP)
o RASHA (BFIHBIMEBHMACIERER) BHRIEEARNESP

crypto ipsec transform-set [IPSec transform-set name] esp-aes

esp-sha-hmac

SHB5: Bl IPsecEl B X,
IPsecBit & X1 — N B itk Fl — NPseckk i 2 B SIE T — /N REX,

crypto ipsec profile [IPSec profile name]
set transform-set [IPSec transform-set name]
fil4n:
crypto keyring iba-keys
pre-shared-key address 0.0.0.0 0.0.0.0 key iba
crypto isakmp policy 1
encr aes
hash sha
authentication pre-share
group 2
crypto isakmp profile iba-isakmp
keyring iba-keys

HEFE



match identity address 0.0.0.0
virtual-template 1
crypto ipsec transform-set iba-xform esp-aes esp-sha-hmac
crypto ipsec profile iba-ipsec
set transform-set iba-xform

122 fekim EELE VTR

SR MEEAEORE,
interface Virtual-Template [VTI template number] type tunnel
ip unnumbered Loopback0

H2: BERBERR

R EIRR A TR VTIK iR B E B R D S RAL N A
interface Virt.ici-template [VTI template number] type tunnel
tunnel source [source interface]
tunnel mode ipsec ipvé

tunnel protection ipsec profile [IPsec profile name]

& mRET

ENARLDEREEN, BERERBAT “type tunnel (BABRRE) ” &M, @
RGBT, VIERET2NATNZREE.

SR

interface Virtual-Templatel type tunnel

ip unnumbered Loopback0

tunnel source Port-channel32

tunnel mode ipsec ipv4

tunnel protection ipsec profile sba-ipsec

SE|3: BB MNRE M B B I (EIGRP)EE O E AT 8§

20124 E3¥ 4

EIGRPEEVPNLIHEHE L #TTHRE, BEEALEHD, SEAVTIEEEOERE —
LS SNIEIGRPESR ,

EIGRPEIREIFE(hello interval) & iIZE20%>, EIGRP{RIZETE (hold time)i&NZ 60>, LA
ERISE3GME LIZTHBIEHEXN A R ER AR,

interface Virtual-Template [VTI template number] type tunnel
ip hello-interval eigrp [as number] [hello-interval (sec)]
ip hold-time eigrp [as number] [hold-time (sec)]

SERITHI
interface Virtual-Templatel type tunnel
ip hello-interval eigrp 1 20
ip hold-time eigrp 1 60

2R3 Bt & S ABASA

VPN HGEZ B BB MO S A BEEN MR OE. EENISZEENZ2IRE
(ASA) TS FRI B ANVPNREEFK L FIBR AT AP, FHIEASARVEINEIK
VRIS P I VPNIR B A fl

ST EEHIEENERMNIASASALERBUTERE, H&ETIEIMERHi17216.20.7
BN VPNL IR B M E A 1010.32126, IFRIVPNLHAER:, HEE AF
VPNARERAZASA, HEZEEIKIRVTIFAREAEE.

object network VPN-hub-inside
host 10.10.32.126
description Private Address for WAN Router/VPN Hub
object network VPN-hub-outside
host 172.16.20.7
description Public IP Address for VPN Hub
!
object-group service isakmp-esp
service-object udp destination eg 4500
service-object udp destination eq isakmp

service-object esp
!

HEFE



access-list outside access in extended permit object-group
isakmp-esp any object VPN-hub-inside
|

nat (inside,outside) after-auto source static VPN-hub-inside

VPN-hub-outside
i

access-group outside access_in in interface outside

Bl EGSM%T MATAZ A R BE 2

1. 5GSM HWICZ % ISR
2. e B ER A FGSMEL & X4

BB BEEEFRE - NUERS K, . BERE— KB TZREGIME
BEEMEORHWIC) EMSIME., BWMEHEBREBUTIEER: PPPRIAEF
INEMMY(CHAP)BF & (E#1R) , PPP CHAPERIBHAPN (EARER) .

20124 E3¥ 4

R 5 GSM HWICZ 3£ 3| ISR

B4. GSM HWIC SIMF &%

S| HSIMFIBAHWIC,

SIR2: KIFISR G2 HEENBIR.

HPR3: BGSM HWICHEA R HBEF HEE.
SR]4A: BHEBBHITHREE

122 Bl B XA A F1GSMEL B X4

SHERIZAS (chat script) 2 FA£XAFIEASKSHSHIAERFSE, UEFEIZRE
RS, HOBRURES RS (XERZFEEI-INSHLER) . NYENFEAEER
SO —BNE3G ERMEQ,

UTXHEMA R R T EEFIATET GSMMEFERNES.

HEFE



FE]1 WXEHNAEAZERRERS RNV WEBRE, T8, ZHNEZERTHESE
ERERTERIA,

chat-script [Script-Name] [Script]
B2 SWNCTR

chat-script GSM “” “atdt*98+*1#” TIMEOUT 30 “CONNECT”

SI2: BXNHEMANATHI&E
line [Cellular-Interface-Number]
script dialer [Script-Name]

SRR

X F#EEDcellular0/0/0, TELERRSHA:
line 0/0/0
script dialer GSM

HYR3: BIECGSMEE X
WHFRNEHERAEXNPTH, MAREREENF.

cellular [Cellular-Interface] gsm profile create [sequence-

Number] [AP-Name] ipv4 chap [username] [password]

SERIRI:

MERER, FALREE X HRIARBEEEETRELENAFRBNRE, FARSE
EOFRAFR<EFEgsm.

cellular 0/0/0 gsm profile create 1 isp.cingular ipv4 chap
ISP@CINGULARGPRS.COM CINGULARIL

20124 E3¥ 4

Bl ECDMAL M HVIZiZh QERFAER

1. % CDMA HWIC 2% Z| ISR
2. M ECDMAIR &7 e
3. Fil B X & AN

CDMARZESGSMAZE R, BLFEAEEMF.

5. CDMA HWIC ESNfZ B

BATREBTLEBIRERS HBRHAWICEEXLBEEERNMNEHRIIT TE
ft. BEZERHBRMANESE, BYFYLSERHERHEEE.

HEFE



SER1: FAEHWICLEEAIWEFFHIS(ESN), EEBEEEEREMCDMAHWIC,
HP2: KSR G2 HEEMEBIR.

HI3: BCDOMAHWICTEA R HEEFHEE.

S|4 BHRARHFAREE.

S EFEACDMA HWICZ B, BATMEMEE . EFEACODMAEERRENHE
SHEHTHE.
cellular [interface number] cdma activate otasp [activation
number]

Rl (Verizon CDMARI4&) :
Router# cellular 0/0/0 cdma activate otasp *22899

23

WNiEHARATRZBFBRARRSHSHXNAZHE, UBZIERARSE, HI8
HHESER (XEEREEE —NEFDLE) . NEENSFEAECSSED—&FX
F3GS HMEO,
T SHEM A SR 7 £ F Verizon COMAR & FTE IS £
SR BEXNERARER T ZEREERS RNV WEMNE. R, BHNEER AR
FETRMHN TR,

chat-script [Script-Name] [Script]

HBARP:
chat-script CDMA “” “atdt#777” TIMEOUT 30 “CONNECT”

HIR2: BXHEM AN AT H P &K
line [Cellular-Interface-Number]
script dialer [Script-Name]

SR
SHF#EOcellular0/0/0, TELKRSBEN:

line 0/0/0
script dialer CDMA

B B2 vh R3GEE 28

1 REBSEEO

2 BmERSEND

3 NEAEREERA
4. R AR R

5. B BISAKMPAHIPsec
6. BLEVTIEEE

7 BLEEIGRP

FUREF, EHNEAGSMBECOMARARIIZIZE QECESG/VTID B8R,

EARREFF, BEKSH(dialer pool))fMESED, HERF2HEMEECERES
BABEeRSED, ANTREBLENSEEESFTEANE RN TR RER
E,



=1 GSM 3GHICDMA 3GHY E1THERS FI T 1THERS IR E

A BATITHR BR LT8R
EE (Kbps) EE (Kbps)

GSM 3G 3600 384

CDMA 3G 3100 1800

SR @R SMEEYEEA:

interface Cellular [Interface-Number]
bandwidth [bandwidth (Kbps)]

no ip address

encapsulation ppp

dialer in-band

dialer pool-member [Dialer Pool Number]
no peer default ip address

async mode interactive

no shutdown

7l (EREGSM 3GHTHIR) :

interface Cellular0/0/0
bandwidth 384

no ip address
encapsulation ppp

dialer in-band

dialer pool-member 1

no peer default ip address
async mode interactive

no shutdown

20124 E3¥ 4

22 ALE#RSZEO

%S0 (dialer interface)2 —NM2EEN, ARSI — S MBEOHARDN
BOM, #SEORET -FWERE, 83 KEYEEZEONEENEXREZEORS
:EAR

B BERSSH

interface Dialer [Dialer Interface Number]

bandwidth [bandwidth (Kbps)]
dialer pool [Dialer Pool Number]
dialer idle-timeout 0

dialer string [Chat Script Name]

dialer persistent
no shutdown

NTRSH, BEAEZAINEZNNFE-A,
NTGSMM L, EEMAGSM
X FCDMAR L, EfEFACDMA

$|2: IBEERS R S (PPP)S R

interface Dialer [Dialer Pool Number]

ip address negotiated
encapsulation ppp

ppp ipcp address accept
ppp timeout retry 120
ppp timeout ncp 30

HEFE



H|3: BEPPPEUHRIESH., WIRMERTEAGSMEARAEEHEZE.

T

PPPE#HRIEEERENGSMESZERIRME, TX4NERCDMAFRAREER
S2F1 B PPP CHAPEMN B AT,

interface Dialer [Dialer Interface Number]
ppp chap hostname [PPP CHAP username for GSM]
ppp chap password [PPP CHAP password for GSM]

il
interface Dialerl
bandwidth 384
ip address negotiated
encapsulation ppp
dialer pool 1
dialer idle-timeout 0
dialer string GSM ! This example shows GSM (vs CDMA)
dialer persistent
ppp chap hostname ISPQCINGULARGPRS.COM ! Required for GSM only
ppp chap password CINGULAR1

ppp ipcp address accept

! Required for GSM only

ppp timeout retry 120
ppp timeout ncp 30

8 R B

fFRA3G/VTIFIZ R 8 H i SE N R APPPIHE PN, SDHCPAE, PPPIHE TS
BH&BBRSKA, X—FBRULMFHTR.
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SER1: BE - NENKRA, B SEOSSIVPNL RS HENIPRAME:
ip route [IP Address of VPN Headend] 255.255.255.255
[interface type] [number]

50
ip route 172.16.20.7 255.255.255.255 Dialerl

e Rz R 73181 51 3%

SCHHSEBREEZERN, THERMPHAE. X—EEXBIPHRYIRRHITR
. BRARRXAFERNZEEMENRE, URBITHEFRAZSENSMHEEK
M¥E H15E 2 ML (ICMP) ML,

S NABRSIEK,

IPT5 R B 3R AZF A T R RIS EMMY., TRFIRMA T SMEONAMGE, Hit
X3 BUTEES FRBR MR EREATITIE.

R2. HEMIPsec VTITHY

B® i &
non500-isakmp UDP 4500 ETNAT-THIPsec
isakmp UDP 500 ISAKMP

esp IP 50 IPsec

REDIRABI:
interface [interface type] [number]
ip access-group [ACL name] in
ip access-list extended [ACL name]
permit udp any any eq non500-isakmp
permit udp any any eq isakmp
permit esp any any

HEFE



TRAP A EA AT DB THERRR, BHIIPsec VIIERETHLEN
713088
3R3. AR TIRIFIR X

=8 [/ bz

ICMP echo ICMP type 0, code 0 ARWFIZEping

ICMP echo-reply ICMP type8, code 0 ARiFpingE &
ICMP ttl-exceeded ICMP type 11, Code0O WindowsiR ER & H (traceroute)
ICMP ICMP type 3, code 3 BRSTEEEIR

port-unreachable

H A AR IR ) 53R A LA S B ping W ATk 5% B 20T AR :
permit icmp any any echo
permit icmp any any echo-reply

H A RDF iR 8 51 & A A K = Windows B FRER ERAY AT 125k B 20 T PR
permit icmp any any ttl-exceeded ! traceroute (sourced)

permit icmp any any port-unreachable ! traceroute (sourced)

PEWYA A T ping i 1T E SR B

interface Dialerl
ip access-group ACL-INET-PUBLIC in

ip access-list extended ACL-INET-PUBLIC
permit udp any any eq non500-isakmp
permit udp any any eq isakmp
permit esp any any
permit icmp any any echo
permit icmp any any echo-reply

1 REMAZEH.

IZISAKMPEZEHEN T — NSIPsecHEFR TP HHAHETENTMAZRE (T
B) . RS UEER AT EEVPNL R ASEMNE BRI, F X SMEaytit
EISAKMPELE FRIH1TE X :

crypto isakmp key [pre-shared key] address [IP Address VPN Hub

Router]

HIR2: BLEISAKMPERE
EEVTIFISAKMPEEBESE A I T AL :
o ET128{uZEAMAES

e SHA

o FAMAZZEAFITH MR

e Diffie-Hellman4i2

crypto isakmp policy [policy sequence]
encr aes

hash sha

authentication pre-share

group 2

$|3: E UIPsectifngE

ERER - NEINZ SN, EENEMRENAS
ZHRERERPBENRERNERSENERE.

IPsectiEX AT HIN:

o X128V AESHIZR & ERIESP

, MATIPsecRFHig, X

® KASHA (HMACZEE{R) B HRIFEENESP

crypto ipsec transform-set [IPSec transform-set name] esp-aes

esp-sha-hmac



SB4: BB IPsecEl B X .
IPsecHi B X — B Wbt Ml — NMPsecH i E0E T — MR,

crypto ipsec profile [IPSec profile name]
set transform-set [IPSec transform-set name]

Bl
crypto isakmp policy 1
encr aes
hash sha
authentication pre-share
group 2
crypto isakmp key iba address 172.16.20.7
|
!
crypto ipsec transform-set iba-xform esp-aes esp-sha-hmac
!
crypto ipsec profile iba-ipsec
set transform-set iba-xform

SR BEEREORE,

REEOERENIERTOE. BERS AIERIRE, BEREFMOBERNKRFITIHR
WS, FREAAX—RIUTHHENEMISHEETEZTEERABRE, SITREREE
MTRETRINEE., EEEREED EBERNPHL . 5B (loopback)E A
B Ry,
interface Tunnel [number]
ip unnumbered Loopback0

HPR2: MEREE,

VTHERIPSec IPvARRiE, X—EXRBNFE-NRED. REONSHATERETER
A O AR, @ B iR VPNKIRER HEs.

EX—#OLEANRERRAERFSHEENIPseci B M.

interface Tunnel [number]

tunnel source [source interface]

tunnel mode ipsec ipv4

tunnel destination [IP Address VPN Hub Router]
tunnel protection ipsec profile [IPSec profile name]

HW|3: BLEEIGRP,

EIGRPERF7HHITEE, BEARSEREB AV EREORE — LHMIMIEIGRP
=k,

EIGRPE){R[EF& (hello interval) i NZ20%), EIGRP{RIFRE (hold time)ig INZG0FY, LA
&R S TSGR Liz1T A EE AR X B AT R RE SR MR

interface Tunnel [number]

ip hello-interval eigrp [as number] [hello-interval (sec)]

ip hold-time eigrp [as number] [hold-time (sec)]

ERSFENAAHTES. EREANPAEAI TR, EEWREEFERN
MRS EENIREHFHTLE, MTRBACEMUATUZE IFEZEE
HiEH, NRZWCEERTNEAMFZEAERBAERP, CEERBHBELVPNAD
W, MmRET —Fk&tiEr. MRS NEENREHRITLE, BAEIGRPE LS
TR ERIEH.
interface Tunnel [number]
ip summary-address eigrp [as number] [summary network]

[summary mask]

il
interface TunnellO
ip unnumbered Loopback0
ip hello-interval eigrp 1 20
ip hold-time eigrp 1 60
ip summary-address eigrp 1 10.11.216.0 255.255.248.0
tunnel source Dialerl
tunnel mode ipsec ipvé
tunnel destination 172.16.20.7
tunnel protection ipsec profile iba-ipsec



BAEIGRPHERIZTHEIGHK AR £, VPNREEOE M EWEIGRPED, %K
MR ENAEREMEDYARAEIGRPED., WETESLMELNINNEFHRLSZN
MEFAMESFMAZEDIPHI, FIEVPN 2 XK HERIEITEIGRPIERE M (stub
routing), IR EMEIRE R EFERE.

S @ERbIHEERBSED,
router eigrp [as number]
network [WAN remote range] [inverse mask]
passive-interface default
no passive-interface [tunnel interface]
eigrp stub connected summary

no auto-summary
=l

router eigrp 1
network 10.11.0.0 0.0.255.255
passive-interface default
no passive-interface TunnellO
eigrp stub connected summary

no auto-summary

RHISGE O /E
1. EMIMPLS&BEHY RA M

WZICHREZEDARREHLTEARFNBIBREERE. BE, CFELRETERE
RHEE, AXRAFENZRERULSZERNHRE. N TERARERRIGHERT RN
SEMRAR, BURELERTEAIGEL HN.,

EA3G/VTHE N & RERM AR MR E T QB RE T AMPLSHEB AR, HELE
AHBUESG WANAE ) & F8EE .

X—FEF A TFEHNEERIRITHIGEOMNAFER, MPLS VPNRAER SMEH, R
EYIE1T, 3GEOMRERA.

IR UL MG RS EHIP SLAKMREE FFEN A XEZZIESHMPLS PERKH
28, MBEPERMBAAE, WZBHEAFERRARNSHEESE (EEM) RSB H
3GEO,

$B1: BAIP SLARN

HAZITE A T HAEICMP echo (ping)Bll, BR15F&1x—IX, MEIAMTE1000ZF
R R, 1R EEFAMPLS Provider Edge (PE)RHISE/E IR B Ay, NI B Ayt
it 52 BifEZE RS EEE WIPERE B Hnext-hop (T—Bk) it#E. EHAMPLS
TR OERRWREEZD,

ip sla [probe number]
icmp-echo [probe destination IP address] source-interface

[interface]
timeout 1000
threshold 1000
frequency 15

ip sla schedule [probe number] life forever start-time now

SR]2: FELBHUNRIRER
BIP SLAIR MR A BERE ZEEMB AR FTIE M — NN &,

track [object number] ip sla [probe number] reachability
$I]3: WBEEMEIAK, UG ARZEA3GEND

—NEHREFEEMB AT AN K IRES, HHNEFERDZTERIOSKHETS.
vt REKsyslog (REHEER) BEENRESER, syslogid B TiIREAEXREEMAVIRIS

B/tro



event manager applet [EEM script name]

event track [object number] state [tracked object state]
action [sequence 1] cli command “[command 1]”

action [sequence 2] cli command “[command 2]”

action [sequence 3] cli command “[command 3]”

action [sequence ..] cli command “[command ..]”

action [sequence N] syslog msg “[syslog message test]”

)
track 60 ip sla 100 reachability
ip sla 100
icmp-echo 192.168.5.134 source-interface GigabitEthernet0/0
threshold 1000
frequency 15
ip sla schedule 100 life forever start-time now

FAFEMPLSHERE & 4 RS Bt /5 FI3GH: O FEEMBIA:
event manager applet ACTIVATE-3G
event track 60 state down
action 1 cli command “enable”
action 2 c¢li command “configure terminal”
action 3 cli command “interface cellular0/0/0”
action 4 cli command “no shutdown”
action 5 cli command “end”
action 99 syslog msg “Primary Link Down - Activating 3G

interface”
AT EMPLSEERR R 2 jm 22 F3GHE O EEMBI AN
event manager applet DEACTIVATE-3G

event track 60 state up
action 1 c¢li command “enable”

action 2 c¢li command “configure terminal”
action 3 cli command “interface cellular0/0/0”
action 4 cli command “shutdown”

action 5 cli command “end”

action 99 syslog msg “Primary Link Restored - Deactivating 3G

interface”
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ffsB: FFXNGSMH D 2

LA ISREL B

version 15.1

service timestamps debug datetime msec localtime

service timestamps log datetime msec localtime
service password-encryption

!

hostname Br4-1941

!

boot-start-marker
boot-end-marker

I

!

enable secret 5 $1S$BFVPSA21WGXISOHtzpBOy70y9B0
!

no aaa new-model

!

clock timezone PST -8 0

clock summer-time PDT recurring
!

no ipv6 cef

ip source-route

ip cef

I

|

!

ip multicast-routing

!

!

ip domain name cisco.local

|

multilink bundle-name authenticated

20125 ¥ &

chat-script GSM “” “atdt*98*1#” TIMEOUT 30 “CONNECT”
crypto pki token default removal timeout 0

!

license boot module c1900 technology-package securityk9
hw-module ism 0

I

|

!

username admin password 7 141443180F0B7B7977
!

redundancy

|

|

|

!

controller Cellular 0/0

!

ip ssh source-interface LoopbackO0

ip ssh version 2

!

track 60 ip sla 100 reachability

|

!

crypto isakmp policy 1

encr aes

authentication pre-share

group 2

crypto isakmp key sba address 172.16.20.7

|

|

crypto ipsec transform-set sba-xform esp-aes esp-sha-hmac
!

crypto ipsec profile sba-ipsec

set transform-set sba-xform

|

Bi%B: $#XNGSMAYD XHMISRECE



! bandwidth 384
! no ip address
! encapsulation ppp
! dialer in-band
interface Loopback0 dialer pool-member 1
ip address 10.11.216.254 255.255.255.255 no peer default ip address
! async mode interactive

interface Tunnell0 !

ip unnumbered Loopback0 interface Vlanl

ip hello-interval eigrp 1 20 no ip address

ip hold-time eigrp 1 60 !

ip summary-address eigrp 1 10.11.216.0 255.255.248.0 interface Dialerl

tunnel source Dialerl bandwidth 384

tunnel mode ipsec ipv4 ip address negotiated

tunnel destination 172.16.20.7 ip access-group ACL-INET-PUBLIC in
tunnel protection ipsec profile sba-ipsec encapsulation ppp

! dialer pool 1
interface GigabitEthernet0/0 dialer idle-timeout 0

ip address 192.168.5.133 255.255.255.252 dialer string GSM

duplex auto dialer persistent

speed auto ppp chap hostname ISPE@CINGULARGPRS.COM
! ppp chap password 7 <password omitted>
interface GigabitEthernet0/1 ppp ipcp address accept

no ip address ppp timeout retry 120

duplex auto ppp timeout ncp 30

speed auto !

interface GigabitEthernet0/1.64 router eigrp 1

description Data network 10.11.0.0 0.0.255.255
encapsulation dotlQ 64 passive-interface default

ip address 10.11.220.1 255.255.255.0 no passive-interface TunnellO

! eigrp stub connected summary

interface GigabitEthernet0/1.65 !

description WirelessData ip forward-protocol nd
encapsulation dotlQ 65 !
ip address 10.11.218.1 255.255.255.0 no ip http server

! ip http secure-server

interface Cellular0/0/0 !



ip route 0.0.0.0 0.0.0.0 192.168.5.134 line 67

ip route 172.16.20.7 255.255.255.255 Dialerl no activation-character

! no exec

ip access-list extended ACL-INET-PUBLIC transport preferred none
permit udp any any eq non500-isakmp transport input all

permit udp any any eq isakmp transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
permit esp any any line vty 0 4

permit icmp any any echo login local

permit icmp any any echo-reply transport input ssh

! line vty 5 15

ip sla 100 login local

icmp-echo 192.168.5.134 source-interface GigabitEthernet0/0 transport input ssh
threshold 1000 !

frequency 15 scheduler allocate 20000 1000
ip sla schedule 100 life forever start-time now ntp source Loopback0
access-list 10 permit 239.1.0.0 0.0.255.255 ntp update-calendar

! ntp server 10.10.48.17

! event manager applet DEACTIVATE-3G
! event track 60 state up

! action 1 c¢li command “enable”

! action 2 cli command “configure terminal”

snmp-server community cisco RO action 3 cli command “interface cellular0/0/0”
snmp-server community ciscol23 RW action 4 cli command “shutdown”
snmp-server trap-source Loopback0 action 5 cli command “end”

! action 99 syslog msg “Primary Link Restored - Deactivating 3G
control-plane interface”

! event manager applet ACTIVATE-3G

! event track 60 state down

! action 1 «c¢li command “enable”

line con O action 2 cli command “configure terminal”

logging synchronous action 3 cli command “interface cellular0/0/0”

line aux 0 action 4 c¢li command “no shutdown”
line 0/0/0 action 5 «cli command “end”

script dialer GSM action 99 syslog msg “Primary Link Down - Activating 3G
no exec interface”

rxspeed 3600000 !
txspeed 384000 end



fi%C: #rXXCDMAW 7

Y HIAISRELE

version 15.1

service timestamps debug datetime msec localtime

service timestamps log datetime msec localtime
service password-encryption

!

hostname Br5-1941

!

boot-start-marker
boot-end-marker

I

!

enable secret 5 $1$BFVPSA21WGXISOHtzpBOy70y9B0
!

no aaa new-model

!

clock timezone PST -8 0

clock summer-time PDT recurring
!

no ipv6 cef

ip source-route

ip cef

I

|

!

ip multicast-routing

!

!

ip domain name cisco.local

|

multilink bundle-name authenticated

20124 ¥ &

!
chat-script CDMA “” “atdt#777” TIMEOUT 30 “CONNECT”
crypto pki token default removal timeout 0
!
license boot module c1900 technology-package securityk9
hw-module ism 0
!
|
!
username admin password 7 141443180F0B7B7977
!
redundancy
|
|
|
!
controller Cellular 0/0
!
ip ssh source-interface Loopback0
ip ssh version 2
!
track 60 ip sla 100 reachability
|
!
crypto isakmp policy 1
encr aes
authentication pre-share
group 2
crypto isakmp key sba address 172.16.20.7
|
|
crypto ipsec transform-set sba-xform esp-aes esp-sha-hmac
!
crypto ipsec profile sba-ipsec
set transform-set sba-xform
|

Mi%C: £ CDMAMIZ XHMISREE



! interface Cellular0/0/0

! bandwidth 384

! no ip address

! encapsulation ppp
interface Loopback0 dialer in-band

ip address 10.11.216.254 255.255.255.255 dialer pool-member 1

! no peer default ip address
interface Tunnell0 async mode interactive

ip unnumbered Loopback0 !

ip hello-interval eigrp 1 20 interface Vlanl

ip hold-time eigrp 1 60 no ip address

ip summary-address eigrp 1 10.11.216.0 255.255.248.0 !

tunnel source Dialerl interface Dialerl

tunnel mode ipsec ipv4 bandwidth 384

tunnel destination 172.16.20.7 ip address negotiated
tunnel protection ipsec profile sba-ipsec ip access-group ACL-INET-PUBLIC in
! encapsulation ppp
interface GigabitEthernet0/0 dialer pool 1

ip address 192.168.5.133 255.255.255.252 dialer idle-timeout 0
duplex auto dialer string CDMA
speed auto dialer persistent

! ppp ipcp address accept
interface GigabitEthernet0/1 ppp timeout retry 120
no ip address ppp timeout ncp 30

duplex auto !
speed auto !
! router eigrp 1

interface GigabitEthernet0/1.64 network 10.11.0.0 0.0.255.255
description Data passive-interface default
encapsulation dotlQ 64 no passive-interface TunnellO
ip address 10.11.220.1 255.255.255.0 eigrp stub connected summary
! !

interface GigabitEthernet0/1.65 ip forward-protocol nd
description WirelessData !

encapsulation dotlQ 65 no ip http server

ip address 10.11.218.1 255.255.255.0 ip http secure-server
I I



ip route 0.0.0.0 0.0.0.0 192.168.5.134 line 67

ip route 172.16.20.7 255.255.255.255 Dialerl no activation-character

! no exec
ip access-list extended ACL-INET-PUBLIC transport preferred none
permit udp any any eq non500-isakmp transport input all

permit udp any any eq isakmp transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
permit esp any any line vty 0 4

permit icmp any any echo login local

permit icmp any any echo-reply transport input ssh

! line vty 5 15

ip sla 100 login local

icmp-echo 192.168.5.134 source-interface GigabitEthernet0/0 transport input ssh
threshold 1000 !

frequency 15 scheduler allocate 20000 1000
ip sla schedule 100 life forever start-time now ntp source Loopback0
access-list 10 permit 239.1.0.0 0.0.255.255 ntp update-calendar

! ntp server 10.10.48.17

! event manager applet DEACTIVATE-3G
! event track 60 state up

! action 1 cli command “enable”

! action 2 cli command “configure terminal”

snmp-server community cisco RO action 3 c¢li command “interface cellular0/0/0”
snmp-server community ciscol23 RW action 4 cli command “shutdown”
snmp-server trap-source Loopback( action 5 cli command “end”

! action 99 syslog msg “Primary Link Restored - Deactivating 3G
control-plane interface”

! event manager applet ACTIVATE-3G

! event track 60 state down

! action 1 c¢li command “enable”

line con O action 2 cli command “configure terminal”

logging synchronous action 3 c¢li command “interface cellular0/0/0”

line aux 0 action 4 cli command “no shutdown”

line 0/0/0 action 5 c¢li command “end”

script dialer CDMA action 99 syslog msg “Primary Link Down - Activating 3G
no exec interface”

rxspeed 3600000 !
txspeed 384000 end



version 15.1

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

!

hostname hg-isr3925

|

boot-start-marker

boot system flash flash:/c3900-universalk9-mz.SPA.151-4.M2.bin

boot-end-marker

!

card type tl 0 1

enable secret 5 $1$I8CPSuHwNRwZcdZng6MojLVDva.

!

no aaa new-model

!

|

!

clock timezone PST -8

clock summer-time PDT recurring

no network-clock-participate wic 1

|

!

lcrypto pki trustpoint TP-self-signed-4285596865
! enrollment selfsigned

! subject-name cn=I0S-Self-Signed-Certificate-4285596865
! revocation-check none

! rsakeypair TP-self-signed-4285596865

I
!
lcrypto pki certificate chain TP-self-signed-4285596865
! certificate self-signed 02
!
! <certificate information intentionally removed>
!
no ipvé6 cef
ip source-route
ip cef
!
!
ip multicast-routing
|
!
ip domain name cisco.local
ip name-server 10.10.48.10
ip wcep 61 redirect-list WAAS-REDIRECT-LIST password 7
070C705F4D06485744
ip wecep 62 redirect-list WAAS-REDIRECT-LIST password 7
130646010803557878
!
multilink bundle-name authenticated
|
|
license udi pid C3900-SPE100/K9 sn FOC13102BQZ
license boot module c¢c3900 technology-package securityk9
license boot module ¢3900 technology-package datak9
|
!
username admin privilege 15 secret 5 $1$G/
Dg$SJInlAb00z10zUSeHeVZxul
!
redundancy
!
|

controller T1 0/1/0



cablelength long 0db hold-queue 150 in
| |

! interface GigabitEthernet0/0

crypto keyring sba-keys description uplink to MPLS WAN
pre-shared-key address 0.0.0.0 0.0.0.0 key sba ip address 192.168.5.65 255.255.255.252
! ip wcep 61 redirect in
crypto isakmp policy 1 ip flow ingress
encr aes duplex auto
authentication pre-share speed auto
group 2 !
crypto isakmp profile sba-profile
keyring sba-keys interface GigabitEthernet0/1
match identity address 0.0.0.0 no ip address
virtual-template 1 ip flow ingress

! duplex auto
! speed auto
crypto ipsec transform-set xform esp-aes esp-sha-hmac media-type rjd5
! channel-group 32
crypto ipsec profile sba !
set transform-set xform !
! interface GigabitEthernet0/2
! no ip address
! ip flow ingress
! duplex auto
! speed auto
! channel-group 32
interface Loopback0 !
ip address 10.10.32.255 255.255.255.255 !
! interface Virtual-Templatel type tunnel
! ip unnumbered Loopback0

interface Port-channel32 ip hello-interval eigrp 1 20
description uplink to 4507 Core ip hold-time eigrp 1 60

ip address 10.10.32.126 255.255.255.128 tunnel source Port-channel32

ip wcep 62 redirect in tunnel mode ipsec ipvé

ip pim sparse-mode tunnel protection ipsec profile sba

ip flow ingress !
| I



router eigrp 1
network 10.10.0.0 0.0.255.255
redistribute static

!
ip
!
no
ip
ip
ip
!
ip
ip
!

ip

forward-protocol nd

ip http server
http secure-server
flow-cache timeout active 1

flow-export version 5

route 10.11.0.0 255.255.0.0 192.168.5.66
route 192.168.5.64 255.255.255.224 192.168.5.66

access-list extended WAAS-REDIRECT-LIST

permit tcp any any

snmp-server community cisco RO

snmp-server community ciscol23 RW

control-plane

|
|

line con 0

line aux 0

line vty 0 4

login local
line vty 5 15
login local

I
scheduler allocate 20000 1000
ntp master

ntp server 10.10.48.17

end
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